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organizations in U.S.
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https://www.commerce.gov/
The mission of the Department is to create the
conditions for economic growth and opportunity.
To promote job creation and economic growth,
providing the data necessary to support commerce and
constitutional democracy, and fostering innovation by
setting standards and conducting foundational research
and development
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A not-for-profit organization, works in the public
interest across federal, state and local governments, as
well as industry and academia. To operate FFRDCs—
federally funded research and development centers.
FFRDCs are unique organizations that assist the United
States government with scientific research and analysis.
MITRE also have an independent research program that
explores new and expanded uses of technologies to
solve our sponsors' problems.

www.nist.gov/
To promote U.S. innovation and industrial
competitiveness by advancing measurement science,
standards, and technology in ways that enhance
economic security and improve the quality of life.
Creating critical measurement solutions and promoting
equitable standards.
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The NCCoE accelerates businesses' adoption of
standards-based, advanced security technologies.Each
project results in a freely available NIST Cybersecurity
Practice Guide (Special Publication series 1800), which
includes information and instructions organizations can
use to implement an example solution for themselves.
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https://capec.mitre.org/

The National Cybersecurity FFRDC (NCF) is a
federally funded research and development
center operated by MITRE. Federally funded
research and development centers (FFRDCs)
are public-private partnerships which conduct
research for the United States Government.
They are administered in accordance with U.S.
Code of Federal Regulations
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https://nvd.nist.gov/
https://cve.mitre.org/
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Non-profit entity that harnesses the power of a global
IT community to safeguard private and public
organizations against cyber threats. The CIS Controls™
and CIS Benchmarks™ are the global standard and
recognized best practices for securing IT systems and
data against the most pervasive attacks. These proven
guidelines are continuously refined and verified by a
volunteer, global community of experienced IT
professionals.
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https://www.cisecurity.org/

CIS Controls security best practices to improve their cyber defenses. CIS
Controls Version 7.1 introduces new guidance to prioritize Controls
utilization, known as CIS Implementation Groups (IGs)
140+ configuration guidelines for various technology groups to safeguard
systems against today’s evolving cyber threats

CIS Hardened Images are securely configured according to applicable CIS
Benchmarks™. They are available on these top cloud providers: AWS, Azure
& Google Cloud

CIS RAM (Center for Internet Security® Risk Assessment Method) is an
information security risk assessment method that helps organizations
implement and assess their security posture against the CIS Controls™
cybersecurity best practices. CIS RAM provides instructions, examples,
templates, and exercises for conducting a cyber risk assessment.

